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Abstract—Federated learning (FL) contributes to data privacy
by not disclosing raw data, but encounters challenges of privacy
leakage from local gradient uploading. This paper introduces
a novel over-the-air computation (AirComp)-based FL system
that balances privacy and accuracy by leveraging the wave-
form superposition and channel propagation characteristics of
AirComp. Specifically, we derive the privacy leakage metric
to explicitly account for the effects of waveform aggregation
and communication noise. We analyze the convergence upper
bound to capture model update errors stemming from artificial
and communication noise. We formulate a new joint privacy-
accuracy optimization problem by incorporating privacy leakage
in the model training objective, guiding the learning process
towards enhanced privacy protection. We then employ convex
optimization techniques to derive the optimal power scaling and
artificial noise intensity. Simulations demonstrate up to 80%
reduction in privacy leakage compared to baselines under strin-
gent privacy constraints, while maintaining competitive learning
performance. Our method exhibits enhanced robustness under
low signal-to-noise ratios, achieving 40% lower privacy leakage
under equivalent privacy budgets.

Index Terms—Rényi differential privacy, over-the-air compu-
tation, federated learning.

I. INTRODUCTION

FEDERATED learning (FL) enables multiple local users
to train machine learning (ML) models collaboratively. It

is a functional approach for applications that require low data
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TABLE I
NOTATION AND DEFINITIONS

processing latency and involve many participants to exchange
information, e.g., image classification [1], industrial Internet
of Things [2], and autonomous vehicles [3]. Despite its
advantages, FL faces obstacles, including communication bot-
tlenecks, security, and privacy leakage [4], [5]. To accomplish
efficient model aggregation, the authors of [6] proposed over-
the-air computation (AirComp) to make users transmit their
local updates concurrently in an uncoded manner by taking
advantage of the waveform superposition property [7], [8], [9],
merging computation and communication and resulting in low
transmission latency and excellent spectral efficiency. More-
over, the bandwidth requirements or communication latency
of wireless computation do not rise with the number of users,
unlike traditional orthogonal multiple access (OMA). This
significantly reduces the communication bottleneck of FL.

A. Motivation and Challenges
Recent advances in AirComp-FL have demonstrated signif-

icant potential, but the vulnerability of FL systems to gradient
inversion attacks remains a critical privacy concern that has
not been adequately addressed in AirComp-FL [10]. While
FL algorithms aim to protect privacy, current research has
revealed that FL may not guarantee privacy and robustness
and remains vulnerable to the leakage of private training data,
resulting in leakage [11], [12]. The following attacks can be
launched against current FL protocol designs: i) attacks from
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curious servers, in which the server tries to alter participants’
perceptions of global parameters, manipulate the collaborative
training process, or deduce private information from local
updates during training; ii) attacks from adversaries, who try to
alter and contaminate the global model parameter, or deduce
private information about other participants [13]. The entire
training procedure may reveal private information, potentially
resulting in profound leakage. For example, adversaries can
utilize aggregated gradients to rebuild users’ training data [11],
[12]. It was shown in [14] that even a small part of gradients
could reveal sensitive local information.

Existing defense mechanisms for FL predominantly focus
on traditional architectures, relying on explicit gradient per-
turbation [15], [16] or compression techniques [17]. While
addressing privacy concerns, these methods often introduce
additional communication overhead and performance trade-
offs, particularly in wireless settings. Moreover, current FL
privacy studies frequently abstract the communication process
as an idealized digital channel, overlooking the privacy impli-
cations of physical-layer properties, e.g., the implementation
of wireless FL in cell-free massive MIMO systems presents
unique privacy challenges ascribed to the distributed nature
of access points and users. The multi-point wireless transmis-
sion architecture inherently increases privacy vulnerabilities
through multiple potential points of data interception. The
system’s scale and complexity make comprehensive privacy
measures particularly challenging [4], [15].

Emerging research has begun to harness the intrinsic pri-
vacy advantages of AirComp to enhance system privacy
[18]. These approaches leverage channel noise as a natural
source of gradient perturbation, thereby integrating physical
layer privacy-enhancing properties with privacy-preserving
techniques while maintaining transmission efficiency [19]. A
significant research gap lies in the quantification and mitiga-
tion of privacy leakage of AirComp-FL systems in the presence
of adversaries attempting to decompose the aggregated Air-
Comp signals to restore individual gradients. This privacy risk
associated with AirComp-FL remains largely unexplored in the
literature.

B. Related Work
Existing studies have integrated AirComp into FL to address

the communication bottleneck of FL. The authors in [9] first
presented FL via AirComp and demonstrated that AirComp
reduces latency over broadband channels, compared to OMA.
This method was later extended to one-bit AirComp in [20].
However, the process alters the direction of the gradient
descent and would degrade learning performance. In [18], the
learning performance of AirComp-FL was enhanced through
simultaneous optimization of receive beamforming and device
selection. The authors in [21] used gradient sparsification and
compression with AirComp to decrease the dimensionality of
exchanged model updates in fading channels and Gaussian
channels. The authors in [22] jointly optimized the recon-
figurable intelligent surface (RIS) and transmit powers to
minimize the convergence upper bound of FL under imper-
fect aggregation. A recent work [23] pioneered distributed
multi-modal foundation models for 6G networks, integrating
pipeline parallelism with gradient compression and AirComp

to overcome wireless bottlenecks while enabling cross-modal
vision-language fusion.

To further improve privacy, encryption and obfuscation of
shared gradients [24], [25] are two common approaches. With
differential privacy (DP), a rigorous mathematical framework
was proposed to quantify privacy disclosure [26]. Its efficiency
and simplicity have led to its broader applications. To achieve
DP, recent studies added random perturbations, e.g., Gaus-
sian [26], Laplacian [27], and Binomial mechanisms [28],
to gradients. To enjoy free privacy protection, the authors
of [19] designed an FL method based on both OMA and
non-orthogonal multiple access (NOMA) transmissions with
AirComp. This was done by utilizing the intrinsic channel
noise to enhance privacy. Later, the inherent anonymity of
AirComp was demonstrated in [29], which contributes to
privacy and minimizes artificial noise added to the local
updates. For AirComp-FL, the authors in [30] achieved a
superior privacy-accuracy trade-off by using an RIS.

The existing works [19], [29], [30] explored power allo-
cation designs with unified noise scales for all users to
balance the privacy-accuracy trade-off, but did not take into
account the extra privacy leakage resulting from the regular
exchange of the user’s model updates. The privacy leakage of
model updates was initially modeled statistically and verified
experimentally in [31]. Later, the privacy leakage developed in
[31] was quantified analytically in [32], adapting to different
contexts and data sets. These works [19], [29], [30] overlooked
a critical vulnerability: signal decomposition attacks, wherein a
multi-antenna adversary employs advanced signal processing,
e.g., zero-forcing (ZF) beamforming, to extract individual
gradients from aggregated signals.

C. Contribution
This paper presents a new privacy-enhanced AirComp-FL

(PEA-FL) framework that harnesses the waveform superpo-
sition and channel propagation properties of AirComp to
strike a balance between model accuracy and privacy. Through
rigorous analysis and system optimization, we demonstrate
that PEA-FL can meet stringent privacy requirements and
maintain model accuracy. The key contributions of this paper
are summarized as follows.
• We are the first to reveal adversaries that are capable of

using array signal detection techniques, e.g., zero-forcing,
to decompose AirComp signals, restore individual gradi-
ents, and expose AirComp-FL to privacy risks.

• We propose PEA-FL, which leverages the waveform
superposition property and inherent anonymity of Air-
Comp, along with DP perturbation, to enhance commu-
nication efficiency and strengthen privacy.

• We rigorously derive the privacy leakage function that
quantifies information exposure under the new decompo-
sition attacks. The impact of the attacks is incorporated
into the training objective of PEA-FL, enabling adaptive
privacy budget allocation to resist the attacks.

• We derive the convergence upper bounds of PEA-FL by
capturing model update errors caused by both artificial
and communication noise. We utilize Rényi DP (RDP) to
establish tight privacy bounds by analyzing the effective
noise perturbations.
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• We formulate a joint privacy-accuracy optimization prob-
lem to balance model training performance and privacy.
Using convex optimization techniques, we derive the
optimal uniform power scaling factor and artificial noise
intensity, facilitating convergence while ensuring robust
resistance against attacks.

Extensive simulations validate our system design, analysis,
and algorithm, and indicate that the proposed PEA-FL frame-
work significantly improves the privacy-accuracy trade-off

over traditional methods. Under stringent privacy constraints,
PEA-FL reduces privacy leakage by 80% compared to base-
lines while maintaining comparable system performance.
Under the same privacy budget settings, PEA-FL demonstrates
superior robustness under low signal-to-noise ratios (SNRs),
reducing privacy leakage by 40%. Multi-antenna adversaries
capable of array signal processing, e.g., ZF, represent a
realistic and increasingly relevant threat in future wireless
systems. This study provides the analytical tools and defense
mechanisms to address this threat class, which has not been
sufficiently covered in the existing literature.

The remainder of this paper is structured as follows.
Section II outlines the FL model, DP method, and privacy
threat. Section III delineates the proposed method for PEA-FL.
In Section IV, we analyze the convergence upper bound, derive
privacy constraints, present the privacy leakage function, and
cast a new joint loss-leakage minimization problem. Section V
provides numerical results. Section VI concludes the paper.

Notation. Italic, boldface lower-case, and boldface upper-
case letters denote scalars, vectors, and matrices, respectively.
‖x‖ denotes its `2-norm of vector x. x[i] denotes the
i-th entry of x. x[i, j] stands for the (i, j)-th entry of X.
CN (µ, σ2) denotes the circularly-symmetric complex Gaussian
distribution with mean µ and covariance σ2. |·|, (·)T , (·)H and
(·)−1 stand for cardinality, transpose, conjugate transpose, and
inverse, respectively. E [·] takes expectation. 〈a, b〉 denotes the
inner product of two vectors a and b. R and C denote the sets
of real and complex values, respectively. Cx×y is the space of
x× y complex matrices. 1, I, and 0 denote the all-one column
vector, identity matrix, and all-zero matrix, respectively.

II. SYSTEM MODEL

This section describes wireless FL and its privacy threat
model, and introduces the concepts of DP and Rényi DP, which
are adopted to defend against the privacy threat model.

A. Federated Learning (FL) Model

The considered AirComp-FL system involves a single-
antenna server, M single-antenna users, and a multiple-antenna
adversary, see Fig. 1. This setting reflects lightweight edge
computing platforms, e.g., IoT gateways [2], where physical
or cost constraints limit the number of antennas installed at a
base station with the servers. Notably, the method proposed in
this paper is not restricted to single-antenna servers, and can
extend to the case of multi-antenna servers.

Let Dm denote the local dataset of the m-th user with size
|Dm| = Dm, m ∈ {1, . . . ,M}. There are a total of T training
rounds in the system. The channels remain unchanged during
a training round. Before each training round, K users are

Fig. 1. The wireless FL system under DLG attacks.

selected to participate in training. In the training round t, each
selected user k, k ∈ Kt, where Kt is the set of selected users
for training round t, performs multiple local gradient descent
steps to update the local model parameters based on its dataset
Dk with size |Dk | = Dk. The users adopt the stochastic gradient
descent to minimize the local loss function fk(wt) with respect
to the model parameter wt ∈ R

I , as given by

fk(wt) =
1

Dk

X
(x,y)∈Dk

fk(wt; x, y), (1)

where fk(wt; x, y) is the local loss function that measures the
prediction error of wt on the input feature x concerning its
label y in Dk. For instance, fk(wt) is often the cross-entropy
loss in image classification tasks [33]. Suppose that the users
have equal data sizes [9], i.e., Dk = D, k ∈ Kt. The goal of
FL can be written as

F(wt) =
X
k∈Kt

Dk fk(wt)P
k∈Kt

Dk
=

1
K

X
k∈Kt

fk(wt). (2)

By minimizing fk(wt), each user k updates and uploads its
local model, gk(wt) ∈ RI , as given by

gk(wt) = ∇ fk(wt) = −ηt

EX
e=1

∇ fk(wk
t,e), (3)

where ηt is the local learning rate of user k.
Each user’s model update includes the gradients of a batch

of images. The server receives the gradients aggregated over-
the-air from the selected users to solve the following problem:

w∗t = arg min
wt

F(wt). (4)

The server uses the gradients aggregated over-the-air to update
the global model with the global learning rate.

B. Privacy Threat Model

Assume that the server is “honest-but-curious,” i.e., honestly
implementing the proposed method while remaining curious
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about the training data of the local models [30]. Also, assume
that an adversary can launch the Deep Leakage from Gradients
(DLG) attack to recover the users’ training data from their
uploaded gradients. This models external, potentially compro-
mised entities with advanced signal processing capabilities,
e.g., rogue base stations or surveillance devices [32].

As described in [11], the local gradients can be recovered
pixel-wise accurately for images at the adversary by mini-
mizing the gradient match loss, i.e., the distance between the
real and fake loss function gradients, i.e., ∇ f (w) and ∇ f (w′).
Specifically, the adversary generates dummy data for the inputs
x′ and labels y′, and uses the dummy data to generate training
gradients. The gradient match loss is given by˚

x′∗, y′∗
	

= min
x′,y′



∇ f (w′) − ∇ f (w)


2
, (5)

where x′∗ and y′∗ stand for training images and labels,
respectively. The adversary minimizes the gradient match loss
using the standard gradient-based methods to produce the
dummy inputs x′ and labels y′. The adversary obtains the
training images x′∗, nearly identical to the real images x, as
the gradient match loss approaches zero.

C. Rényi DP
To protect users’ data privacy, we introduce the DP method,

where the users utilize perturbation mechanisms on their gradi-
ents when transmitting the gradients. Hence, the server cannot
precisely recover the gradients from the received signals. The
traditional DP, involving two parameters ε > 0 and δ ∈ (0, 1),
is defined as follows.

Definition 1: ((ε, δ)-DP): A randomized mechanism M :
S → R with domain S and range R satisfies (ε, δ)-DP, if any
neighboring dataset A, A′ ∈ S , and O ∈ R

Pr(M(A) ∈ O) ≤ eε Pr(M(A′) ∈ O) + δ. (6)

RDP is an expansion of DP with a parameter α. As α →
∞, RDP is equivalent to DP [34]. RDP facilitates analyzing
composite heterogeneous mechanisms closely and conveying
precise guarantees on the tails of privacy loss. A relaxation of
DP based on the Rényi divergence was suggested in [34].

Definition 2: (Rényi Divergence): For two probability
distributions P and Q defined over R, the Rényi divergence
of orders α > 1 is given by

Dα(P ||Q) =
1

α − 1
log Ex∼Q

�
P(x)
Q(x)

�α
, (7)

where all logarithms are taken to the base of the natural
number, and P(x) denotes the probability density of P at x.

The sensitivity ∆s of a function reflects the difference in the
corresponding outputs for any neighboring inputs A, A′ ∈ S ,
which is defined as follows.

Definition 3: (Sensitivity ∆s): For the function f : S → R,
its sensitivity is defined as

∆s = max
A,A′∈S



 f (A) − f (A′)


 . (8)

The relationship between the Rényi divergence with α and
the privacy budget ε is defined as follows.

Definition 4: (Gaussian Mechanism-Based RDP): Given
α > 1 and ε ≥ 0, the Gaussian mechanism for approximating

M is defined as M(A) + N0, where N0 ∼ N (0, σ2) is the
normal distribution with zero mean and deviation σ2. The
Rényi divergence between the Gaussian mechanism and its
offset for any neighboring inputs A, A′ ∈ S is defined as

Dα(M(A)||M(A′)) ≤ α(∆s)2/(2σ2) ≤ ε. (9)

RDP can be interpreted as (ε(α), δ)-DP, with ε(α) = ε +
log(1/δ)
α−1 . The parameter α directly influences the required noise

variance as σ2 ≥
α(∆s)2

2
�
ε(α)− log(1/δ)

α−1

� , as shown in [34].

III. PROPOSED PRIVACY-ENHANCED AIRCOMP-FL

This section outlines the proposed PEA-FL. We consider a
widely used FL configuration [35], in which the size of the
local dataset Dk specifies the weight of the local gradient of
the k-th user in over-the-air global aggregation.

A. General Process

Any training round of the considered FL system, i.e., the
t-th training round, 1 ≤ t ≤ T , comprises the following steps.

1) User Selection: Users with better channel conditions
must reduce their transmit power to align the transmit scalar
at the server to conduct AirComp. By considering channel
heterogeneity (i.e., variations among users in channel fading)
and data heterogeneity (i.e., variations in data quantity and
model loss), the server selects an adequate subset of the users.

2) Broadcast: The server broadcasts the current global
model parameter wt to the selected users.

3) Noisy Gradient Computation: After receiving the global
model parameter, each selected user updates its local gradient
gk(wt) regarding the local dataset Dk using (3). Then, each
user clips its local gradient and perturbs the gradient using
the Gaussian noise generated with the optimum variance (as
will be optimized in Section IV-C). Each user uploads the
perturbed local gradients to the server using the same time-
frequency resource of the wireless channels.

4) Model Aggregation: Upon the receipt of the aggregated
signals from the selected users, the server obtains a weighted
sum of the users’ local gradient rt =

P
k∈Kt

Dk gk (wt). Let
r̂t be the estimate of rt, which is caused by channel fading,
communication and artificial noise. The server updates the
global gradient wt+1 based on r̂t through gradient descent,
i.e.,

wt+1 = wt −
ηP

k∈Kt
Dk

r̂t, (10)

where 1P
k∈Kt Dk

is the scaling factor.

B. User Selection

Based on the local model loss and channel characteris-
tics, the server selects the users to optimize the learning
performance. We define a new evaluation parameter, θm,t,
m = 1, . . . ,M, which is affected by the global update θt

m,d
and the channel quality θt

m,c, and can be represented as

θm,t = θt
m,d + θt

m,c. (11)
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The impact of the global update θt
m,d can be evaluated using

the training data size and the model loss, as given by [36]

θt
m,d =

DmPM
m=1 Dm

× T Lt−1
m , m = 1, . . . ,M. (12)

which simplifies as θt
m,d =

T Lt−1
m

M when Dm = D, ∀m, consistent
with the uniform weighting used in (2). T Lt−1

m denotes the
model loss of user m in training round t − 1. Notably, we
consider an IID data distribution across users. In this case, user
selection does not introduce non-IID effects into the global
model, as the gradient distributions remain statistically aligned
regardless of which users are selected.

The impact of the channel quality θt
m,c can be evaluated

based on the channel coefficients hm,t, as given by

θt
m,c =

ˇ̌
hm,t

ˇ̌2
, m = 1, . . . ,M. (13)

We propose that the server sorts the users in ascending
order of θm,t, i.e., θπ1,t ≥ . . . ≥ θπM ,t, with 1 ≤ πi, π j ≤ M,
1 ≤ i, j ≤ M, and πi , π j for i , j. The server selects the
users associated with the largest K evaluation parameters, i.e.,
θπp,t with p = 1, . . . ,K, as the subset of users participating
in the t-th training round, i.e., Kt = {π1, . . . , πK}. This user
selection strategy precludes users with either catastrophic
channel conditions (|hm|

2 → 0) or pathological local training
loss (T Lm → ∞) to preserve the integrity of the global learning
objective, which helps accelerate convergence while preserv-
ing validity under the IID data distribution. The computational
complexity of user selection scales linearly with the number of
users (i.e., O(M) for M users). This allows efficient selection
even at large scales.

C. Noisy Gradient Computation
Before transmitting the local gradients to the server, the

selected users k, k ∈ Kt, clip their local gradients. The noise
level of DP is determined by the clipping threshold C. Let
gk,t denote the gradient gk(wt) for brevity. After the selected
user k updates its local model, it clips the updated local model
according to

clip(gk,t,C) = gk,t ·min
�

1,
C
‖gk,t‖

�
. (14)

The user injects the artificial noise nk,t ∼ CN (0, σ2
k,t I) to

the local gradients in the t-th training round, generating a
perturbed version of the local update ĝk,t, as given by

ĝk,t = gk,t + nk,t. (15)

To analyze the impact of clipping and perturbation, we
define g̃k,t as the local update after clipping and before
perturbation. We consider that the loss function fk(wt) has
G-bounded gradients. The expected normalized squared L2-
distance between ĝk,t and gk,t can be upper bounded by

E

�
1
d



 ĝk,t− gk,t



2
2

�
≤

1
d

�
E


 ĝk,t− gk,t



2
2+


 ĝk,t− g̃k,t



2
2

�
=

1
d

max(0,


gk,t



 −C2) +
σ2C2

K
, (16)

where the first term on the right-hand side (RHS) captures the
clipping bias inherent to gradient truncation, and is nonzero

when


gk,t



 > C2. The second term represents the noise-
induced variance arising from Gaussian perturbations with
variance σ2, scaled by C2 and inversely proportional to the
number of participating clients K. It was established in [37]
that for any clipping threshold C ≥ ntEG, the effect on the
convergence upper bound is O

�
ηηt ETd ln( 1

δ )
K2ε2

�
.1

D. Over-the-Air Model Aggregation
For conciseness, we omit the superscript “t” in this sec-

tion. Consider a block fading channel with invariant channel
coefficients throughout the FL training. During any training
round t, the users synchronously transmit their gradients in I
time slots, one element per slot. Let xk[i] denote the transmit
signal from user k at time index i, which is a function of the
locally computed update ĝk. Let y[i] denote the corresponding
received signal at the server, and hk[i] ∈ C denote the complex
channel coefficient between user k and the server at time i. The
received signal is given by

y[i] =
X
k∈K

hk[i]xk[i] + m[i], (17)

where m[i] ∈ C is the additive white Gaussian noise (AWGN)
at the BS with mean 0 and variance σ2

m. The additive Gaussian
noise is the most commonly adopted (if not universal) at
communication receivers. Leveraging this naturally occurring
Gaussian noise for privacy protection, we repurpose a tradi-
tionally adverse effect into a beneficial one, enhancing privacy
without compromising performance.

Employing AirComp, the selected users transmit the clipped
and perturbed local updates

˚
ĝk : k ∈ K

	
in the same time-

frequency resources. ĝk[i] is the i-th entry of ĝk with
i = 1, . . . , I. User k converts ĝk[i] to the transmit signals
{xk[i] : i = 1, . . . , I, k ∈ K}. To normalize ĝk[i], we calculate
the mean and variance of the updated gradient statistics as
ḡk = 1

I

PI
i=1 ĝk[i] and υ2

k = 1
I

PI
i=1 (ĝk[i] − ḡk), respectively.

The selected users upload {ḡk, υ
2
k}, ∀k ∈ K to the server. The

transmit signal of user k can be designed as

xk[i] = αk sk[i] with sk[i] ∆
=

ĝk[i] − ḡk

υk
, (18)

where αk = c
hk[i] ∈ C is the transmit scalar. The common

scaling factor c ensures that signal superposition requires con-
sistent effective channel gain across users, achieving amplitude
alignment, a design principle consistently adopted in AirComp
literature, e.g., [19], [29], [30].

In (18), ĝk[i] is normalized to a zero-mean unit-variance
symbol sk[i] using ḡk and υk, such that E[sk[i]] = 0 and
E[s2

k[i]] = 1. This normalization step ensures that E[x2
k[i]] =

|αk |
2, where |αk |

2 controls the transmit power. The heterogene-
ity in channel conditions directly controls the transmit power
through the well-established channel inversion principle [30],
as given by

E
�
|xk[i]|2

�
=
ˇ̌
αk

ˇ̌2
=

ˇ̌̌̌
c

hk[i]

ˇ̌̌̌2
≤ P0, (19)

1Recent studies proposed adaptive clipping mechanisms where C is adjusted
based on the statistical distribution (e.g., median or percentile) of the gradient
norms observed across users in each round [37], [38]. These methods track
the underlying gradient magnitudes while maintaining DP guarantees, thereby
reducing the risk of under- or over-clipping.
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where P0 ≥ 0 is the maximum transmit power of a user, and
c can be determined by the worst-case channel condition to
satisfy all power constraints.

By substituting (18) into (17), the aggregated signal y in
time slot i is obtained as

y[i] =
X
k∈K

hk[i]αk

�
ĝk[i] − ḡk

υk

�
+ m[i]. (20)

Then, the estimated global update r̂[i] is given by

r̂[i] =
1
√
λc

y[i] + ḡ

=
1
√
λ

 X
k∈K

ĝk[i] − ḡk

υk
+

m[i]
c

!
+ ḡ (21)

=
1
√
λ

 X
k∈K

gk[i] − ḡk

υk
+
X
k∈K

nk[i]
υk

+
m[i]

c

!
+ ḡ,

where ḡ =
P
k∈K

Dkḡk, and λ is the normalization scalar on

the server’s side to cancel the impact of the normalization
operation conducted at the users [39]. The server can restore
the gradient by adding ḡ in (21), as ḡk is subtracted for
normalization on the users’ side before each selected user k
transmits its local update; see (18).

After estimating r̂ = [r̂[1], . . . , r̂[I]], the server performs
post-processing on r̂, as follows:

∇F̂(w) =
1

KD
r̂ =

1

KD
√
λc

y +
1

KD
ḡ1I

=
1

KD
√
λ

 X
k∈K

gk − ḡk1I

υk
+
X
k∈K

nk

υk
+

m
c

!
=

1

KD
√
λ

X
k∈K

gk − ḡk1I

υk
+

1
KD

ḡ1I„ ƒ‚ …
g̃

+
1

KD
√
λ

 X
k∈K

nk

υk
+

m
c

!
„ ƒ‚ …

z

, (22)

where g̃ and z are defined for conciseness.
Then, the server updates the global model parameters

according to (10), i.e.,

wt = wt−1 − η∇F̂(wt) = wt−1 − η( g̃t + zt). (23)

To analyze the impact of the normalization in (18), we
quantify the distortion between the global gradient r and its
estimate r̂. The mean squared error (MSE) is computed as

E

24





 rtP
k∈K

Dk
−

r̂tP
k∈K

Dk








2

2

35 =
1�P

k∈K
Dk

�2

.

IX
i=1

E

"ˇ̌̌X
k∈K

�
Dk −

1
√
λυk

�
(ĝk[i] − ḡk)

ˇ̌̌2
+
|m[i]|2

λc2

#
, (24)

which can be rewritten as a function of the server’s normal-
ization scalar λ, as given by

F(λ) =

IX
i=1

E

"ˇ̌̌X
k∈K

�
Dk −

1
√
λυk

�
(ĝk[i] − ḡk)

ˇ̌̌2#
+

S m

λ

= I
X
k∈K

�
Dk −

u
υk

�2

υ2
k + S mu2, (25)

where u = 1√
λ

and S m = 1
c2

PI
i=1 |m[i]|2. Expanding the

quadratic form yields

F(u)= I
X
k∈K

D2
kυ

2
k−2uI

X
k∈K

Dkυk+u2(IK+S m), (26)

with its minimum taken at ∂F
∂u = 0, i.e., u∗ =

I
P

k∈K
Dkυk

IK+S m
. The

optimal solution of λ, denoted by λ∗, is given by

λ∗ =

 
IK + 1

c2

PI
i=1 |m[i]|2

I
P

k∈K Dkυk

!2

=

 
K + 1

c2σ
2
mP

k∈K Dkυk

!2
(a)
≈

�
KP

k∈K Dkυk

�2

, (27)

where the approximation (a) is valid under typical AirCOMP
settings with K � 1

c2σ
2
m, since the SNR scales with K, i.e.,

SNR = |c|2K
σ2

m
, and with user selection (K ≥ 1), the multi-

user beamforming gain dominates over the noise. To this end,
selecting an appropriate normalization scalar λ at the server
contributes to mitigating communication distortion.

Algorithm 1 describes this PEA-FL algorithm.

IV. CONVERGENCE AND PRIVACY ANALYSIS, AND
LOSS-LEAKAGE OPTIMIZATION

In this section, we analyze the convergence bound of the
proposed AirComp framework. We derive the privacy con-
straint from the server perspective by analyzing the effective
noise perturbations in AirComp. Considering that the adver-
sary can use a signal detection technique to extract signals sent
by individual users, we derive a closed-form privacy leakage
function from the adversary’s perspective.

A. Convergence Analysis

We start with the following commonly adopted assumptions:
Assumption 1: (L-Lipschitz Continuous Gradient): ∇ f

is Lipschitz continuous with a constant L > 0, if
‖∇ fk (x) − ∇ fk (y)‖ ≤ L ‖x − y‖, ∀x, y ∈ RI , k ∈ Kt.

Assumption 2: (Bounded Local and Global Variance):
The variance of each local gradient estimator is bounded
by E

h

∇ fk
�
wt, ξ

k
t

�
− ∇ fk (wt)



2
i
≤ σ2

L, ∀k ∈ Kt, with the
parameter σL > 0. The global variability of the local gradient
of the cost function is bounded by E

�
‖∇ fk(wt)−∇F(wt)‖2

�
≤σ2

G
with the parameter σG > 0.

Under these assumptions, we analyze the errors of model
updates resulting from DP perturbation and communication
noise, leading to the establishment of the convergence bound
for PEA-FL, as asserted in the following theorem.

Theorem 1: (Convergence Bound of PEA-FL): Suppose
the constant local learning rate ηt and the global learning
rate η satisfy ηt <

1
2
√

30LE
and ηηt ≤

1
LE , respectively. Under

Assumptions 1 and 2, it holds that

min
t∈[1,T ]

E
�
‖∇F (wt)‖2

�
≤

F0 − F∗
c′EηηtT

+ Φ, (28)
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Algorithm 1 Proposed PEA-FL Algorithm
1: Initialize w0, number of local updates E, privacy budget
ε, channel noise mt, channel response hk from user k,
clipping threshold C.

2: for t = 0, 1, . . . ,T − 1 do
3: Each user calculates evaluation value by (12) and (13) and

uploads the evaluation parameter to the server.
4: The server selects the largest K evaluation values θk,t to

choose an adequate subset Kt.
5: The server broadcasts wt to users in the subset Kt.
6: for each user k ∈ Kt do
7: wk

t,0 = wt.
8: for e = 0, . . . , E − 1 do
9: gk

t,e = ∇ fk(wk
t,e; x, y) of ∇ fk(wk

t,e).
10: wk

t,e+1 = wk
t,e − nt gk

t,e.
11: end for
12: gt,k = wk

t,E − wk
t,0 = −nt

PE−1
e=0 gk

t,e.
13: Clip the local gradient and use optimized scaling factor

nt,k to perturb gt,k by (14) and (15).
14: Compute the local gradient statistics of ĝt,k to normalize

the model parameter and use optimized scaling factor ct

to transmit by (18).
15: end for
16: At the server:
17: Receive the aggregated signal by (20).
18: Compute the estimated global update by (22).
19: Update the global model parameters by (23).
20: end for

where Φ
∆
= 1

c′

h
Lηηt

K σ2
L + 5Eη2

t L2(σ2
L + 6Eσ2

G)
i

+

I
Eηtc′

�
1
ηt E

+ 3Lη
2

�
1

(KD)2λ

 P
k∈Kt

σ2
k,t

υ2
k,t
+

σ2
m,t

c2
t

!
; F0 and F∗ represent

the initial and the optimal loss function values, respectively;
c′ is a constant. To satisfy (28), the constant c′ must be a
positive value strictly bounded by

0 < c′ <
1
2
− 30E2η2

t L2, (29)

where 1
2−30E2η2

t L2>0 is satisfied since ηt <
1

2
√

30LE
.

Proof: See Appendix 1.�
As shown in Theorem 1, for finite T , {ct, σ

2
k,t} are important

determinants of the convergence bound of PEA-FL. Specif-
ically, the first term on the RHS of (28) is a constant
independent of {ct, σ

2
k,t}, while the second term is a function

of these parameters. To explicitly capture and optimize the
impact of {ct, σ

2
k,t} on the convergence of PEA-FL, we define

the loss function L as

L(ct, σ
2
k,t) =

I
Eηtc′

�
1
ηtE

+
3Lη

2

�
1

(KD)2λ0@X
k∈Kt

σ2
k,t

υ2
k,t

+
σ2

m,t

c2
t

1A . (30)

Clearly, L(ct, σ
2
k,t) captures the impact of {ct, σ

2
k,t} on the

convergence of PEA-FL.

B. Privacy Leakage Analysis
With the consideration of an “honest-but-curious” server,

we derive the privacy constraint satisfying RDP to prevent the
privacy leakage of PEA-FL. Since {ct, σ

2
k,t} are fixed constants,

we focus on the local gradients uploaded from the users to
the server. Based on (15) and (20), we start by decoupling the
received signal yt, as given by

yt =
X
k∈Kt

ct

�
gk,t − ḡk,t1I

υk,t

�
+
X
k∈Kt

ct

�
nk,t

υk,t

�
+ mt (31a)

= ct

�
gk,t − ḡk,t1I

υk,t

�
+

X
j∈Kt , j,k

ct

� g j,t − ḡ j,t1I

υ j,t

�
+
X
k∈Kt

ct

�
nk,t

υk,t

�
+ mt. (31b)

The first term on the RHS of (31b) is the transmitted signal
concerning user k’s gradients gk,t, the second term is the
transmitted signal concerning the other users’ gradients, and
the third term is the noise perturbation.

Note that the effective noise perturbation on PEA-FL offers
the same degree of privacy protection to all transmitted signals,
and stems from the artificial DP noises from all users and the
inherent communication noise. Let ξt denote the variance of
the effective noise. Then,

ξt =
X
k∈Kt

c2
t

"
σ2

k,t

υ2
k,t

#
+ σ2

m,t. (32)

Also note in (9) that the DP level also depends on the
sensitivity of the dataset. To deliver (α, ε)-RDP, we define a
global sensitivity ∆s dependent on the sensitivity of the noise-
free transmitted signals. Consider two neighboring datasets,
Dk,t and D′k,t. LetM be a random mechanism applied to Dk,t
and D′k,t. The sensitivity ∆s can be calculated as

∆s = max
Dk,t ,D′k,t



M(Dk,t) −M(D′k,t)




= max
Dk,t ,D′k,t



yt − y′t




= max
Dk,t ,D′k,t




ct

� gk,t(wt,Dk,t) − ḡk,t1
υk,t

(33)

−
gk,t(wt,D′k,t) − ḡk,t1I

υk,t

�



=

2ηtct

υ2
k,t
·max



gk,t(wt,Dk,t)−ḡk,t1I


 (a)
≤

4ηtctC
υ2

k,t
,

where (a) holds as the gradients are clipped before uploading.
Based on (9) in Definition 4 and (33), the privacy constraint

for the selected users is provided in the ensuing lemma.
Lemma 1: For any fixed sequence of {ct, σ

2
k,t}

T
t=1, the PEA-FL

system satisfies (α, ε)-RDP if
TX

t=1

8α(ηtctC)2

υ2
kξt

≤ ε. (34)

Both the wireless channel noise and artificial noise contribute
to the privacy guarantee of the AirComp-FL system.

Proof: This lemma is obtained by plugging (33) into (9).�
We proceed to derive the privacy leakage from the

adversary’s perspective. As mentioned earlier, AirComp has
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the waveform superposition property. Consequently, the adver-
sary cannot obtain each user’s model gradients directly
to implement the DLG attack. Suppose that the adversary
employs a ZF strategy [40] for signal detection to reconstruct
the gradient of each individual user from the global aggrega-
tion. The adversary is equipped with N antennas, N ≥ K, as
the adversary can separate and recover all users’ signals using
the ZF strategy only if the number of antennas, N, is greater
than or equal to the number of selected users, K.2 The signal
obtained at each antenna is a sum of the transmitted signals
scaled by the channel coefficients.

Let Xt =
�
x1,t, . . . , xK,t

�T
∈ CK×I collect all signals

transmitted by the selected users, Ht =
�
h1,t, . . . , hK,t

�
∈

CN×K collect the channel responses from user k to the
server, and Mt = mt1T

I collect the channel noise with
mt =

�
m1,t, . . . ,mN,t

�
∈ CN×1. The signal model Yt =�

y1,t, . . . , yN,t

�T
∈ CN×I is multi-dimensional, as given by

Yt = HXt + Mt. (35)

After ZF detection, the detected signals X̂t can be written as

X̂t =
�
HH

t Ht
�−1HH

t Yt

=
�
HH

t Ht
�−1HH

t (Ht Xt + Mt)

= Xt+
�
HH

t Ht
�−1HH

t Mt. (36)

Define J = [ j1,t, . . . , jK,t]T ∈ CK×N with J ,
�
HH H

�−1HH .
Based on (36), the adversary can compute the estimated local
update of user k, as given by

∇ f̂k(wt) =
υk,t

αk,t
x̂k,t + ḡk,t

=
υk,t

αk,t

�
αk,t

�
ĝk,t − ḡk,t

υk,t

�
+ jk,t mt1T

I

�
+ ḡk,t

= gk,t + n′k,t, (37)

where n′k,t = nk,t +
υk,t
αk,t

jk,t mt1T
I is the error caused by ZF

and the added artificial DP noise. Here, υk,t
αk,t

jk,t mt1T
I accounts

for the ZF-induced estimation error, arising from imperfect
channel inversion. This stems from the relation�

HH
t Ht

�−1 HH
t Mt = Jmt1T

I , (38)

where jk,t is the k-th row of J, and mt captures the uplink
channel noise. The inversion in (38) amplifies this noise via
jk,t, introducing non-negligible distortion. The variance of n′k,t
can be expressed as

σ̂2
k,t = E

�
‖n′k,t‖

2�
= E

�
‖nk,t‖

2�„ ƒ‚ …
DP noise

+

�
υk,t

αk,t

�2

‖ jk,t‖
2E
�
‖mt‖

2�„ ƒ‚ …
ZF-amplified channel noise

. (39)

The ZF-induced error is beyond the adversary’s control and
complements the artificial DP noise, enhancing privacy.

2When N < K, it is impossible to perfectly separate the K individual user
signals. ZF involves computing the pseudo-inverse H†t of the N × K channel
matrix Ht . Perfect signal separation requires Ht to have full column rank, i.e.,
rank(Ht) = K. When rank(Ht) ≤ min(N,K) = N < K, Ht is rank-deficient
and hence not left-invertible.

The adversary obtains the perturbed local gradients from
∇ f̂k(wt) using (37), which include the noise disturbances that
perturb the local gradients and cannot be separated. Based on
(3), the perturbed local gradients can be computed as

∇ fk(wt) = −
∇ f̂k(wt)
ηtE

=
1
E

EX
e=1

fk(wt; x, y) −
n′k,t
ηtE

= ∇ f̄ (wt) −
n′k,t
ηtE

, (40)

where f̄ (wt) is the mean local gradient.
By applying (40) into (5), the gradient match loss is

‖∇ f (w′) − ∇ f (w)‖2

=





∇ f (w′t) −
�
∇ f̄ (wt) −

n′k,t
ηtE

�



2

(41a)

(a)
≤2


∇ f (w′t) − ∇ f̄ (wt)



2
+ 2





 n′k,t
ηtE





2

(41b)

= 2


∇ f (w′t) − ∇ f̄ (wt)



2
+

2σ̂2
k,t

η2
t E2

, (41c)

where σ̂2
k,t is the noise scale. Here, (41b) comes from

‖a + b‖2 ≤ 2‖a‖2 + 2‖b‖2.
The first term 2



∇ f (w′t) − ∇ f̄ (wt)


2 in (41c) is the objective

function of the adversary. It gradually tends to zero using the
standard gradient-based method. The second term

2σ̂2
k,t

η2
t E2 in (41c)

reflects the impact of ZF and added DP noise on the gradient
match loss, which is non-negligible. The gradient match loss
depends linearly on σ̂2

k,t. As σ̂2
k,t → ∞, the adversary is unable

to minimize the gradient matching loss below a meaningful
threshold, hence failing to recover user k’s model updates.
Since σ̂2

k,t depends linearly on both ct and σ2
k,t, we posit that

the privacy leakage is inversely proportional to {ct, σ
2
k,t}. This

assumption has been empirically and analytically verified in
existing work, e.g., [31], where a negative correlation was
demonstrated between the adversary’s gradient matching loss
and the privacy loss.

The privacy leakage level can be defined as the reciprocal
of the gradient match loss. Based on (37), the privacy leakage
G is defined as

Gk,t(ct, σ
2
k,t)

∆
=
η2

t E2

2σ̂2
k,t

=
η2

t E2

2
�
σ2

k,t+
�
υk,t|hk,t|

ct

�2
σ2

jk ,tσ
2
m,t

� , (42)

where σ2
jk ,t is the variance of jk,t.

C. Joint Loss-Leakage Optimization
The objective of PEA-FL is to minimize global loss and

privacy leakage. Since the global loss and privacy leakage
are functions of ct and σ2

k,t, ∀k, t, the overall loss function
L concerning ct and σ2

k,t, ∀k, t, is given by

L(ct, σ
2
k,t) =

X
k∈Kt

Gk,t(ct, σ
2
k,t) + L(ct, σ

2
k,t). (43)
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By substituting (30) and (42) into (43), with the power
constraint (19) and the privacy constraint (34), the joint loss-
leakage optimization problem can be formulated as

min
ct ,σ

2
k,t ,ξt

L1 + L2 (44a)

s.t.
�

ct

hk,t

�2

≤ P0, ∀k, t (44b)

ξt ≤
X
k∈Kt

c2
t

σ2
k,t

υ2
k
+ σ2

m,t, (44c)

TX
t=1

8α(ηtctC)2

υ2
k,t ξt

≤ ε, (44d)

0 ≤ ξt, 0 ≤ ct, 0 ≤ σ2
k,t, (44e)

where L1 =
P

k∈Kt

Φ′2
σ2

k,t+(υk,thk,t/ct)2σ2
jk ,t
σ2

m,t
originates from the pri-

vacy leakage G, and L2 = Φ′1

�P
k∈Kt

σ2
k,t

υ2
k,t
+
σ2

m,t

c2
t

�
stems from

the global loss L with Φ′1 = I
Eηtc′

�
1
ηt E

+ 3Lη
2

�
1

(KD)2λ
and

Φ′2 =
η2

t E2

2 . Moreover, (44b) is a power constraint. (44c) and
(44d) are the privacy constraints of the selected users, inherited
from (32) and (34), respectively.

Leveraging variable substitution with pt = 1
ct

2 , qt =
ξt
ct

2 , and
uk,t = σ2

k,t, ∀k, problem (44) can be rewritten as

min
{pt ,qt ,uk,t ,∀k}

L′1 + L′2 (45a)

s.t. pt ≥ max
k

1
P0h2

k,t
, ∀t (45b)

qt ≤
X
k∈Kt

uk,t

υ2
k,t

+ ptσ
2
m,t, ∀t (45c)

qt ≥ max
k

8α(ηtC)2T
υ2

k,tε
, ∀t (45d)

pt ≥ 0, qt ≥ 0, uk,t ≥ 0, ∀k, t (45e)

where L′1 = Φ′1

 P
k∈Kt

u
υ2

k,t
+ ptσ

2
m,t

!
, L′2 = Φ′2×

P
k∈Kt

1
uk,t+Φ′3·pt

,

and Φ′3 =
�
υk,thk,t

�2
σ2

jk ,tσ
2
m,t. (45) is a convex problem with

variables, pt, qt, and uk,t, ∀k, and can be solved efficiently
using standard gradient descent techniques.

D. Discussion and Extension

1) Complexity Analysis: Given its convexity, problem (45)
can be efficiently solved using the interior-point method. The
problem involves K + 2 optimization variables, specifically,
pt, qt, and ut = {u1,t, . . . , uK,t}, and 3K + 1 linear inequality
constraints. The number of iterations required to achieve an
ε-optimal solution is bounded by O

�√
ν log(1/ε)

�
, where the

barrier parameter ν = 3K+1 and thus
√
ν = O(

√
K) [41]. The

dominant computational cost stems from solving the Newton
system, with complexity O(K3) per iteration. The total per-
round complexity is O

�
K3.5 log(1/ε)

�
.

When privacy constraints are suppressed (i.e., (45c) and
(45d) are dropped), the number of optimization variables
reduces to K+2, and the total number of constraints becomes

3K − 1. The per-iteration computational cost of the interior-
point method is O((3K − 1)(K + 2)2 + (3K − 1)2(K + 2) +
(3K − 1)3) = O(K3) [41]. With a target accuracy tolerance
of ε, the number of iterations required to reach an ε-optimal
solution is O(

√
3K − 1 log(1/ε)) = O(

√
K log(1/ε)) [41].

As a result, the overall per-round computational complexity
is O(K3.5 log(1/ε)), which is consistent with the asymptotic
complexity with privacy considered.

While performing well for small-to-medium-scale problems,
the interior-point method can be memory-intensive and com-
putationally prohibitive for large-scale problems due to its
requirement to compute and store the dense Hessian matrix
of the barrier function. In the latter case, the interior-point
method with preconditioned conjugate gradient and warm-start
can deliver effective performance [42].

2) Extension to Attacks With Minimum MSE (MMSE)
Receivers: The adversary can also take other signal detection
strategies, such as MMSE, in which case the estimated signals,
denoted by X̂MMSE

t , can be written as

X̂MMSE
t =

�
HH

t Ht + σ2
mIK

�−1 HH
t Yt

=
�
HH

t Ht + σ2
mIK

�−1 HH
t (HtXt + Mt)

=
�
HH

t Ht + σ2
mIK

�−1 HH
t Ht„ ƒ‚ …

W

Xt

+
�
HH

t Ht + σ2
mIK

�−1 HH
t„ ƒ‚ …

B

Mt

= WXt + BMt, (46)

where W ∈ CK×K is the signal shrinkage matrix, and B ∈
CK×N is the noise shaping matrix. The (k, p)-th element wk,p of
W quantifies signal distortion: The diagonal elements wk,k, ∀k
represent signal preservation gains; the off-diagonal elements
wk,p, ∀k , p characterize inter-user interference.

Let wk denote the k-th row vector of W, and bk denote the
k-th row vector of B. The MMSE estimate for user k’s signal
is given by

x̂MMSE
k,t =wkXt+bkMt=wk,kxk,t+

X
p,k

wk,pxp,t+bkMt. (47)

To recover gk,t from the MMSE estimate, based on (18) and
(47), the scaling factor for gradient reconstruction is given by

βk,t ,
1

wk,k

υk,t

αk,t
. (48)

Based on (47) and (48), the adversary can estimate the local
update of user k, as given by

∇ f̂k(wt) = βk,t

0@wk,kxk,t +
X
p,k

wk,pxp,t + bkMt

1A+ ḡk,t

= βk,twk,k
αk,t

υk,t
gk,t„ ƒ‚ …

gk,t

+ βk,twk,k
αk,t

υk,t
nk,t„ ƒ‚ …

nk,t

+ βk,t

X
p,k

wk,pxp,t + βk,tbkMt„ ƒ‚ …
ntotal

k,t

. (49)
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In other words, ∇ f̂k(wt) comprises the true gradient gk,t, arti-
ficial DP noise nk,t, multi-user interference βk,t

P
p,k wk,pxp,t,

and MMSE-filtered channel noise βk,tbkMt. As σ2
m → 0 (high

SNR), we have

wk,k → 1, wk,p,k → 0, bk → jZF
k,: , βk,t →

υk,t

αk,t
. (50)

As a result, (49) degenerates to

∇ f̂k(wt)→ gk,t + nk,t +
υk,t

αk,t

X
p,k

0 · xp,t +
υk,t

αk,t
jZF
k,: Mt

= gk,t + nk,t +
υk,t

αk,t
jk,tMt, (51)

which concurs with the ZF-based attack in (37).
The proposed PEA-FL framework remains robust against

attacks facilitated with the MMSE receivers: In high SNR
regimes (σ2

m → 0), the MMSE detector asymptotically
approaches the ZF detector in performance, as shown in (51),
thereby requiring comparable levels of local noise injection
to ensure privacy. In low SNR regimes, MMSE’s superior
decoupling capability reduces the impact of channel noise
on the adversary’s effective observation (ntotal

k,t ), necessitating
stronger artificial noise at the clients to preserve privacy
guarantees. While more sophisticated attacks, e.g., MMSE,
can diminish the inherent “free privacy” benefits offered by
ambient channel noise and interference, PEA-FL remains
effective through adaptively calibrated local noise injection.

V. NUMERICAL EVALUATION

In this section, numerical tests are reported to compare the
proposed PEA-FL algorithm with state-of-the-art methods in
classification accuracy and privacy preservation.

A. Experimental Setting

Consider a uniform distribution of users at a distance of
dKS = 50 m from the server. The path losses of the user-server

channels follow GS GK

�
3×108

4π fcdKS

�γ
, where GS and GK are the

antenna gains at the server and users, respectively; γ denotes
the path loss exponent; and fc is the carrier frequency. By
default, we set GS = 5 dBi, GK = 0 dBi, fc = 915 MHz, and
γ = 3.76. The small-scale fading coefficients of the user-server
channels adhere to the independent and identically distributed
(i.i.d.) Rayleigh fading channel model. The size of the local
dataset is Dk = 600 at user k.

1) ML Model: We train a convolutional neural network
(CNN) with three convolution layers, followed by max pool-
ing. The first convolution layer transforms the single input
channel to 32 feature maps using 3×3 kernels (with 32×3×
3 × 1 + 32 = 320 parameters), followed by ReLU activation
and 2×2 max pooling. The second layer expands to 64 feature
maps with 3 × 3 convolutions (with 64 × 3 × 3 × 32 + 64 =

18, 496 parameters), followed by ReLU and 2×2 pooling. The
third convolution layer maintains 64 feature maps with 3× 3
kernels (with 64×3×3×64+64 = 36, 928 parameters), ReLU
activation and 2 × 2 pooling. The network flattens to a fully
connected layer with 64 units (with 64 × 64 + 64 = 4, 160
parameters), followed by another fully connected layer with
64 units (with 64 × 64 + 64 = 4, 160 parameters) and ReLU

activation. Finally, a linear layer with 10 output units (with
64 × 10 + 10 = 650 parameters) produces the classification
logits for the classes. The total number of trainable parameters
is 64,714. Cross-entropy serves as the loss function. The
learning rate is 0.1 at the local users and 1 at the server.

2) Datasets: We consider the MNIST and FASHIONM-
NIST datasets. In the former, each example is a 28× 28 pixel
grayscale image of handwritten digits (0-9). In the latter, each
example is a 28× 28 grayscale image associated with a label
from 10 classes of fashion items. Both datasets have a training
set of 60,000 examples and a test set of 10,000 examples.
We follow the standard train/test splits, with 60,000 training
samples and 10,000 testing samples for both MNIST and
FashionMNIST datasets, consistent with all baselines. Each
communication round consists of five local training epochs.

3) Benchmarks: The first baseline (Baseline 1) was devel-
oped in [19]. This baseline introduces an FL framework
leveraging both OMA and NOMA transmissions with Air-
Comp, harnessing intrinsic channel noise to enhance user
privacy. The second baseline (Baseline 2) was developed
in [30], which enhances an RIS-assisted FL system with
a DP mechanism to safeguard user privacy while boost-
ing learning performance. This baseline employs a two-step
alternating minimization framework to jointly optimize trans-
mission power, artificial noise, and RIS reflection coefficients.
Another baseline (Baseline 3) was developed in [43], which
is a DP mechanism with time-varying noise amplitude for FL.
It also derived the bounds for loss functions and optimize the
aggregation number to balance the privacy and utility of FL.

4) Performance Indicators: The privacy leakage function
is employed to measure the vulnerability of AirComp to
DLG attacks, where a higher leakage value indicates greater
privacy exposure, and a lower value indicates stronger privacy
preservation. Moreover, the loss function is used to assess
the convergence of AirComp, serving as a measure of its
effectiveness in achieving the intended learning objectives.

B. Impact of Channel Estimation (CE) Error and α

Figs. 2a and 2b evaluate system performance under SNR=

0 dB and ε = 5, with phase noise standard deviation of 0.1 and
estimation error standard deviation σerror of 0.05. It is noticed
that σerror is approximately 16.67 times larger than the standard
deviation of the ideal channel gain (0.003). Nonetheless, the
performance of PEA-FL remains largely unaffected under
moderate error levels, owing to its inherent gradient alignment
mechanism within AirComp. This mechanism exploits coher-
ent signal superposition to partially mitigate the impact of
phase distortions. Such resilience enables stable performance
in the presence of channel imperfections. However, when
σerror > 0.1, estimation errors begin to dominate the effective
channel characteristics, resulting in significant performance
degradation. PEA-FL exhibits significant performance degra-
dation at larger α values in the RDP mechanism, with accuracy
dropping from 0.7938 at α = 1.5 to 0.52 at α = 3 (a
reduction of 34.5%) and further to 0.43 at α = 5 (a total
reduction of 45.8%). This degradation occurs because larger
α values require larger noise injections under the same privacy
budget, with noise variance approaching that of standard DP
as α→ ∞, thereby increasingly distorting model updates.
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Fig. 2. Different metrics of the considered methods on the different datasets.

Fig. 3. Different metrics of the considered methods on the different σ2.

C. Impact of Noise Estimation Uncertainty
We experimentally validate our solution’s robustness by

examining noise variances ranging from −100 dBm to −80
dBm. Figs. 3a and 3b demonstrate that model accuracy
remains stable across this 20 dB dynamic range. Less than
1% variation is observed in test accuracy when comparing the
minimum and maximum noise power conditions, confirming
the robustness to noise estimation uncertainties. For real-
time adaptation to changing environments, we can implement
a dynamic calibration protocol that adjusts artificial noise
parameters based on measured channel conditions. Specifi-
cally, we can select the lower bound of noise variance as the
baseline, and inject additional artificial noise to ensure privacy
guarantees.

D. Convergence Performance
Fig. 4 compares PEA-FL and the baselines across different

datasets (i.e., MNIST and FASHIONMNIST) and privacy
levels, where we evaluate model accuracy and loss. In the
FASHIONMNIST experiments shown in Figs. 4a and 4b,
PEA-FL achieves comparable model convergence and

enhanced privacy protection, compared to Baseline 1. Under
relaxed privacy constraints (e.g., ε = 7), Baselines 1 and 2
achieve comparable convergence performance. Baseline 3 fails
to converge even under the relaxed privacy constraints, due to
its lack of consideration of channel noise utilization.

As privacy requirements become more stringent (e.g., ε = 5
or 6), Baseline 1 experiences slight accuracy degradation when
ε = 6 or fails to converge when ε = 5; Baseline 2 maintains
favorable loss performance. Under strict privacy settings (e.g.,
ε = 1 or 2), Baseline 2 experiences accuracy degradation
when ε = 2, or fails to converge when ε = 1. By contrast,
PEA-FL exhibits robust performance and convergence. The
MNIST experiments shown in Figs. 4c and 4d further validate
the effectiveness of PEA-FL.

E. Impact of Privacy Level

Fig. 5 compares PEA-FL and the baselines, where 1 ≤
ε ≤ 6. As ε increases, both PEA-FL and Baseline 2 display
gradually declining model losses. In contrast, Baseline 1
undergoes a rapid drop from an initial high loss of 1, primarily
due to the additional noise injection required to achieve
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Fig. 4. Different metrics of the considered methods on the different datasets.

Fig. 5. Model loss and privacy leakage vs. privacy level.

comparable privacy protection. PEA-FL achieves remarkably
low privacy leakage at ε = 1, compared to Baselines 1 and
2. As privacy constraints are relaxed, the privacy leakage
gradually increases, until convergence with those of Baselines
1 and 2. Moreover, PEA-FL exhibits robust learning perfor-
mance under stringent privacy requirements. When ε = 1, the

Fig. 6. Model loss and privacy leakage under different SNRs.

algorithm achieves comparable model loss with Baseline 2
while reducing the privacy leakage by 80%.

F. Impact of SNR
Fig. 6 illustrates the performance comparison between the

proposed PEA-FL and the baselines in model loss and privacy
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Fig. 7. Model loss and privacy leakage vs. the number of users.

leakage, where the SNR ranges from −5 dB to 5 dB and ε = 5.
Under low SNRs, comparable privacy leakage performances
are noticed across all three schemes, attributed to the inherent
channel noise, which perturbs the transmitted signals. Under
high SNRs, Baselines 1 and 2 demonstrate inferior privacy
protection due to their lack of consideration of DLG attacks.
By contrast, PEA-FL achieves significantly lower privacy
leakage than these two baselines with a 40% reduction in
leakage value at the SNR of 5 dB.

This substantial improvement of PEA-FL in privacy pro-
tection can be attributed to two key factors. On the one
hand, PEA-FL leverages AirComp’s waveform superposi-
tion property to introduce advantageous noise during model
aggregation. On the other hand, it inherently accounts for
potential DLG attacks by active adversaries, guiding the design
of robust artificial noise injection mechanisms. Moreover,
PEA-FL demonstrates comparable convergence performance
to Baseline 2 under low SNR conditions. As the SNR
increases, PEA-FL exhibits significantly improved conver-
gence and outperforms Baseline 1 by approximately 80%.

G. Impact of User Number

Fig. 7 presents the system behavior with a varying number
of users, where we evaluate two metrics: model loss and
privacy leakage. The number of users ranges from 10 to 20.

Fig. 7a shows that PEA-FL only incurs a marginal increase
in model loss (about 2% higher) across different numbers of
users while maintaining approximately 62.86% lower loss than
Baseline 1. Notably, with 20 users, the algorithm maintains
nearly identical loss performance while substantially enhanc-
ing privacy protection. On the other hand, Fig. 7b shows that
PEA-FL consistently maintains the lowest privacy leakage
across different user numbers. When the number of users
reaches 20, our approach reduces privacy leakage by 20%
compared to Baselines 1 and 2.

While Figs. 5 and 6 display the superiority of PEA-FL
across different SNRs and privacy levels, Fig. 7 further val-
idates its scalability and robustness with varying numbers
of participating users. This comprehensive evaluation across
multiple dimensions (i.e., privacy level, loss value, and user
number) substantiates the practical applicability and effective-
ness of our privacy-preserving AirComp FL framework.

VI. CONCLUSION

In this paper, we have proposed a new AirComp-FL sys-
tem that leverages the waveform superposition and channel
propagation to balance model accuracy and privacy. We have
derived a mathematical model for privacy leakage, and estab-
lished convergence upper bounds to account for errors induced
by noise. Accordingly, optimal power scaling and noise
parameters have been obtained through joint privacy-accuracy
optimization. Simulations have validated the proposed frame-
work, demonstrating that under stringent privacy requirements,
the AirComp-FL system reduces privacy leakage by up to
80% compared to baselines. The system exhibited superior
robustness under low SNRs, achieving up to 40% lower
privacy leakage under given privacy budgets.

APPENDIX
PROOF OF THEOREM THEOREM 1

Based on (22), we use ∆t = g̃t + zt to represent the
estimated global update. Under the smoothness assumption in
Assumption 1, taking the expectation of F

�
wt+1

�
at commu-

nication round t, we have

Et[F(wt+1)] ≤ F (wt) +
˝
∇F (wt) ,Et[wt+1 − wt]

˛
+

L
2
Et

h

wt+1 − wt


2
i

= F (wt) − ηηtE ‖∇F(wt)‖2 +
L
2
η2Et

�
‖∆t‖

2�
+ η

˝
∇F (wt) ,Et

�
∆t + ηtE∇F (wt)

�˛
. (52)

Define A′1 =
˝
∇F (wt) ,Et

�
∆t + ηtE∇F(wt)

�˛
, and A′2 =

Et[‖∆t‖
2]. Next, we bound the term A′1 as

A′1 =

�p
ηtE∇F(wt),−

√
ηt

K
√

E
· Et

hX
k∈Kt

EX
e=1

�
∇ fk(wk

t,e)

− ∇ fk(wt)
�i

+
1
√
ηtE

zt

�
. (53)

Since
˝
a, b

˛
= 1

2

h
‖a‖2 + ‖b‖2 − ‖a − b‖2

i
, we have

A′1 =
ηtE
2
‖∇F (wt)‖2 +

ηt

2K2E
×

Authorized licensed use limited to: TONGJI UNIVERSITY. Downloaded on November 08,2025 at 08:58:34 UTC from IEEE Xplore.  Restrictions apply. 



FENG et al.: OVER-THE-AIR FEDERATED LEARNING WITH JOINT PRIVACY-ACCURACY OPTIMIZATION 11339





Et

24X
k∈Kt

EX
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∇ fk
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wk

t,e
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+
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35
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24X
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Based on (54) and using Et
�
‖x1 + . . .+ xn‖

2� ≤

nEt
�
‖x1‖

2 + . . .+ ‖xn‖
2�, we have

A′1
(a)
≤
ηtE
2
‖∇F(wt)‖2 +

ηt

K2E
Et





K
ηt

zt





2

+
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K

X
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−
ηt

2K2E







Et

24X
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EX
e=1

∇ fk(wk
t,e) −

K
ηt

zt

35






2

, (55)

where (a) also follows from Et
�
‖x1 + . . .+ xn‖

2
�
≤

nEt
�
‖x1‖

2 + . . .+ ‖xn‖
2
�
. Note that F(w) is L-Lipschitz

smooth. Under Assumption 1, (55) can be converted to

A′1 ≤
ηtE
2
‖∇F (wt)‖2+

ηtL2

K

X
k∈Kt

EX
e=1

Et‖wk
t,e−wt‖

2

+
ηt

K2E
Et

�
‖

K
ηt
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2�
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ηt

2K2E
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‖Et

24X
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EX
e=1

�
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�
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��
−

K
ηt

zt

35 ‖2. (56)

Next, we prove (56) by starting with the following lemma.
Lemma 2: [44, Lemma 4]. If ηt <

1
2
√

30LE
, then

1
K

X
k∈Kt

Et

h
‖wk

t,e − wt‖
2
i
≤5Eη2

t (σ2
L + 6Eσ2

G)

+30E2η2
t ‖∇F (wt)‖2. (57)

Based on Lemma 2 and (56), we have
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t L2·

(σ2
L + 6Eσ2

G) +
ηt

K2E
Et

�
‖

K
ηt

zt‖
2
�
−

ηt

2K2E
·

‖Et

24X
k∈Kt

EX
e=1

�
∇ fk

�
wk

t,e

��
−

K
ηt

zt

35 ‖2. (58)

Next, we can bound the term A′2 as
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where gk
t,e denotes the gradient which user k uses the training

sample (x, y) ∈ Dk to update its local model in E epochs at
the t-th training round. (b) is derived from the arithmetic
and geometric mean inequality and the triangle inequality.
(c) is because of Assumption 2 about bounded variance and
Et
�
‖x1 + . . .+ xn‖

2
�
≤ nEt

�
‖x1‖

2 + . . .+ ‖xn‖
2
�
.

Substituting (58) and (59) into (52), it follows that
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where (d) originates from E[‖x‖2] = E[‖x − E[x]‖2] +
‖E[x]‖2, (e) follows from Et

�
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2
�

≤

nEt
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Rearranging and summing from t = 0, 1, . . . ,T − 1 yields
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where c′ is a constant and satisfies
� 1

2 − 30E2η2
t L2
�
> c′ > 0.
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